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ABSTRACT

The study explored the challenges of IOT security as more devices are getting connected
to the internet. The research made use of 2021 survey reports from Kasperskey and
Zscaler security companies. Kaspersky surveyed a total of 4,303 interviews from
businesses with more than 50 employees conducted across 31 countries in May-June
2021. Zscaler analyzed over 575 million device transactions. The findings show that
attacks on IOT devices are on the increase as more IOT devices are getting connected to
the internet. The study identified the reasons for attacks on IOT devices to include the
fact that IOT devices are made up of hardware, software and firmware from different
manufacturers and therefore there are interoperability constraints of the IOT devices
which need to be upgraded and updated to align with universal standards of the
internet. There is need for awareness, constant vigilance, and consolidated response
from everyone involved in IOT devices management as negligence can result to fatal
consequences of the society ecosystem. Also, there are not enough experts on IOT
security who can handle the different challenges of IOT security devices. The study
recommends the need for standardization of IOT devices so that there will be universal
and common approach to interaction and interoperability among the devices. It also
recommends the needs for a forum where IOT vendors will interact and come up with
technical inputs on how to improve IOT security. It also recommends the need for cyber
immunity which focuses on creating conditions where the exploitation of vulnerabilities
does not affect the basic functions of the overall system.

Keywords: Internet of Things (IOTs), IOT security, cyber security, Smart technology, and
cloud computing.

INTRODUCTION

The Internet has brought many Telecommunication Union, Internet of
tremendous benefits to man since its Things (IoT) is a global infrastructure
inception in 1991 as it enabled majority for the information society enabling
to interact and exchange ideas. Internet advanced services by interconnecting
of Things is an emerging technology physical and virtual things based on
which is effectively harnessing the existing and evolving interoperable
resources of the Internet [1,2,3]. Many information and communication
authors have tried to give different technologies. Internet of Things (IoT) is
definitions of Internet of Things (IOT) a network of connected devices and
[4]. [5], defined Internet of Things as an other materials through the Internet that
interaction between the physical and interact and share resources by sending
digital worlds using a plethora of and receiving data [9].

sensors and actuators. [6], defined The devices on the Internet are
Internet of Things as a paradigm in embedded sensors, actuators,
which computing and networking processors and transceivers which are
capabilities are embedded in any kind of used by devices to communicate with
conceivable objects. [7], see Internet of each other. Sensors and actuators are
Things as a network of several devices devices used to interact with physical
which are attached with miscellaneous environment. A sensor according to [10]
software, electronics, and network is a device, module, machine or
connectivity of distinct orientations subsystem which purpose is to detect
aimed at exchanging and compiling of events or changes in its environment
any kind of information. [8] stated that and send the information to other
Internet of Things deals with connection electronics, frequently a computer
of devices other than products like processor. The most generic sensor for
smartphones and computers to the web. IOT is the smartphone. The smartphone
According to International itself has many types of sensors
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embedded in it such as the location
sensor (GPS), movement sensors
(accelerometer, gyroscope), camera,
light sensor, microphones, proximity
sensor and magnetron [11]. Others
include sensors for measuring
temperature, pressure, humidity,
medical parameter of the body, chemical
and biochemical substances, neural
signals, and infrared. The infrared is
becoming increasingly integrated into
cameras, motion detectors, measuring
distance of nearby objects, presence of
smoke and gases, moisture, etc. An
actuator is a device that is used to effect
a change in the environment such as the
temperature controller of an air-
condition.

IOT involves the integration of different
devices which makes use of the huge
data that are available on the Internet.
These devices have different operational
capabilities, manufacturer restrictions,
and performance limitations. These
pose a lot of problems on the efficiency
of IOT. There are impacts on wireless
communication because of different

geographic locations, size of data,
energy, and power. Wireless
communications also suffer from

distortions. IOT has current applications

in  healthcare, fitness, education,
entertainment, social life, energy
reservation, environment monitoring,

home automation and transportation.
The application and utilization of IOT is
greatly gaining wider acceptance in
most regions of the world. A report from
[12], shows that one-third of US
consumers own two or more smart
home devices. The application of IOT
relies heavily on the presence of the
Internet, smart technologies, and
appropriate legislations that stipulates
how the technology and services will be
implemented and utilized.

IOT emerged from a variety of
communication solutions targeted at
specific application domains. Such
domains include transportation, energy,
industry, environment, assisted living,
etc with the strategy of embellishing
smart ideas in each of the product. The
term smart according to [13] originally
comes from the acronym “Self-
Monitoring, Analysis and Reporting
Technology” but because of the notion
of allowing previously inanimate objects
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to be integrated and talk to each other.
[14], says that IOT devices are software-
defined products that are a combination
of product, application, analytics and
the Internet/networking which create
more value than smart or connected
devices because they are more scalable,

upgradable, automated and future
ready. According to [15], IOT requires
machine learning and Artificial

Intelligence. He is of the opinion that
while IOT delivers the data, machine
learning and Al power the insights into
the new dimension of data collection
and processing. The purpose of machine
learning is to teach a computer to learn
how to interpret data by asking it to
create its own model.

Many researchers have proposed
different architectures for IOT. For
instance, [15] proposed a four level
architecture, which are
sensors/actuators (first layer), data
acquisition system (second layer), edge
analytics (third layer) and cloud
analytics (fourth layer). [16], proposed a
five-layer architecture which include
actual devices as the first layer, sensors
and actuators as the second layer,
connectivity as the third, software
platform as the fourth and humans as
the fifth. In order to bring uniformity,
IOT reference model v3.0 was adopted
proposed [17]. The model has three
layers which include devices (first
layer), resources (second layer) and
services (third layer). It is the model
adopted for this study.

The architecture of IoT systems usually
consists of wireless networks, cloud
databases for communication, sensors,
data processing programs, and smart
devices that interact closely with each
other. IoT systems use the following
components to exchange and process
data: Smart devices that collect, store,
and share data about the environment
and other devices and components,
Embedded systems used by smart
devices - which can include various
processors, sensors, and communication
hardware - whose goal is to collect,
send, and act on data they acquire from
environments, IOT gateways that
include hubs, or other edge devices that
route data between IoT devices and the
cloud or on-premises data centers with
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remote servers that exchange data
through wireless connections [14].
Devices are technical artefacts that

provides interface between the digital
world and the physical world. It is the
link between the virtual entities and
physical entities. Such devices must
have communication, computation and
storage capabilities for the purpose of
IOT. It includes smart devices, sensors,
tags and actuators. Resources are

software components that provide some
functionality, while Services provides
the link between the IOT aspects of the
system. A gap between the device
sensors and data networks is filled by
an IOT platform. IOT platform connects
the data network to the sensor
arrangement and provides insight using
backend applications to make sense of
plethora of data generated by hundreds
ofsensors.

Purpose of study

The purpose of this study was to
explore the challenges of Internet of

Things (IOTs) security and how to
improve it.

Methodology

The research made use of 2021 survey
reports from Kasperskey and Zscaler
security companies. Kaspersky is a
multinational cybersecurity and anti-
virus  provider headquartered in
Moscow, Russia while Zscaler is a cloud
security company that is headquartered
in San Jose, California. The Kaspersky

Survey (ITSRS) is a global survey of IT
workers. A total of 4,303 interviews
from businesses with more than 50
employees were conducted across 31
countries in May-June 2021. Zscaler
ZeroTrut Exchange analyzed over 575
million device transactions over the
course of two weeks in December 2020.

Global Corporate IT Security Risks
Findings
[71, report shows that 53% of 575 million device transactions and

organizations abandoned new business
projects due to an inability to address
cybersecurity risks, and 74% faced a
situation where there was a lack of an
appropriate security solution. 64% of
businesses already maintain or use IoT
solutions, however, the risk of a
cybersecurity breach is the biggest
concern for 57% of organizations that
are planning to implement IoT. 52% of
organizations are  worried about
collecting big data from IoT devices
because of the risk of cyber-sabotage
and espionage. 43%of businesses
surveyed indicated that at least one type
of IoT was not protected, highlighting a
clear need for dedicated cybersecurity
tools. 42% of organizations reported
being impacted by cybersecurity
incidents affecting IoT cloud services
(public clouds infrastructure), while 41%
cited incidents affecting IoT gateway
and network devices. 43% of businesses
have some form of IoT cybersecurity
measures in place while an equal
number (43%) of the businesses reported
having at least one type of IoT that was
not protected.

[17] study reveals that there is a 700%
increase in IoT-Specific Malware attacks
when compared to pre-pandemic
findings. The new report analyzed over
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300,000 IoT-specific malware attacks
within the course of two weeks in
December 2020. These attacks targeted
553 different device types, including
printers, digital signage and smart TVs,
all connected to and communicating
with corporate IT networks while many
employees were working remotely
during the COVID-19 pandemic. The
Zscaler ThreatLabz research team
identified the most wvulnerable IoT
devices, most common attack origins
and destinations, and the malware
families responsible for the majority of
malicious traffic to better help
enterprises protect their valuable data.
Zscaler noted that the volume and
variety of IoT devices connected to
corporate networks is vast and includes
everything from musical lamps to IP
cameras. They observed that 76 percent
of the devices were still communicating
on unencrypted plain text channels,
meaning that a majority of IoT
transactions pose great risk to the
business. Out of over half a billion IoT
device transactions, Zscaler identified
553 different devices from 212
manufacturers, 65 percent of which fell
into three categories: set-top boxes (29
percent), smart TVs (20 percent), and
smartwatches (15 percent). The home
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entertainment & automation category
had the greatest variety of unique
devices but they accounted for the least
number of transactions when compared
to manufacturing, enterprise, and
healthcare devices. Most traffic instead
came from devices in manufacturing
and retail industries - 59 percent of all
transactions were from devices in this
sector and included 3D printers,
geolocation trackers, automotive
multimedia systems, data collection
terminals like barcode readers, and
payment terminals. Enterprise devices

were the second most common,
accounting  for 28 percent of
transactions, and healthcare devices

followed at nearly 8 percent of traffic.
ThreatLabz also discovered a number of
unexpected devices connecting to the
cloud, including smart refrigerators and
musical lamps that were still sending
traffic through corporate networks. The
ThreatLabz team also looked closely at

activities specific to IoT malware
tracked in the Zscaler cloud. Volume-
wise, a total of 18,000 unique hosts and
roughly 900 unique payload deliveries
were observed in a 15-day timeframe.
Malware families Gafgyt and Mirai were
the two most common families
encountered by ThreatlLabz, accounting
for 97 percent of the 900 unique
payloads. These two families are known
for hijacking devices to create botnets -
large networks of private computers
that can be controlled as a group to
spread malware, overload
infrastructure, or send spam. The top
three nations targeted by IoT attacks
were Ireland (48 percent), the United
States (32 percent), and China (14
percent). The majority of compromised
IoT devices, nearly 90 percent, were
observed sending data back to servers
in one of three countries: China (56
percent), the United States (19 percent),
or India (14 percent).

DISCUSSION

Results from the reports show that IOTs
devices witnessed a lot attacks within
the few years of its emergence. Though

the attacks are on the increase, it does
not follow a uniform pattern.

Use of IOT devices

Overall, 64% of businesses maintain or
use an IoT solution. This rises to 68% in
the industrial and manufacturing
sectors and 71% in utilities and power.
When it comes to gaining value from the
information collected by the device, 63%

of organizations wuse big data or
telemetry from IoT devices for business
purposes. The manufacturing sector
leads the way here (65%), closely
followed by utilities and power (62%).
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IoT devices are used in a wide range of
businesses and industries and are ideal
for making the most of data analysis.
These devices contain chips, cameras,
sensors and many other components
that receive and collect huge amounts of

valuable data. Analysis of this data
helps to improve the efficiency of
equipment, predict anomalies or
damage, and find the most optimal way
of organizing manufacturing process

Challenges to I0Ts security

a. IOT devices are made up of hardware,
software and firmware. Having software
subset implies that it is open to
vulnerabilities that affect other systems
in such categories.

b. IOT security requires awareness,
constant vigilance, and consolidated
response from everyone involved. IOT
systems are fragmented, loosely-
coupled, domain-specific and not
uniformly integrated.

c. There are not enough experts on IOT
security who can handle the different
challenges of IOT security devices. Such
experts need domain specific trainings
as non-uniformly integrated and
standardized systems that raises
compatibility issues remains a problem.
d. Many IOT devices do not have
protection at the software, hardware and
infrastructural levels.

e. Some of the IOT devices do not have
updates or patches from their vendors.
f. There are many open-source software
platforms for IOT development. These
components, most often, are not tested
for cyber security and so likely to have
much vulnerability. An example is zero
vulnerability malware which attack
systems before they are discovered.

g. Some anti-malware software can help,
but there are some IOT devices in which
anti-malware cannot be installed. Such
systems though may be linked to the
internet, have a lot of constraints to
interoperability.

h. 10T devices have to be meticulously
monitored and protected. For instance,
vulnerability in traffic light system can
cause traffic lights to stop working
thereby causing road accidents, and
vulnerability in home security could
enable burglars to turn off light.

How to improve IOT security

a.There is need for standardization of
IOT devices so that there will be
universal and common approach to
interaction and interoperability among
the devices. There are some
organizations that are working towards
having a common standardization for
the development and implementation of
IOT platform. These associations
include Institute of Electrical and
Electronics Engineers (IEEE),
International Telecommunication Unit
(ITU), etc.

b. There is need for a forum where I0T
vendors will interact and come up with
technical inputs that will remove
individual constraints placed on the
devices so that a uniform protection
procedure could be established among
them.

c. There is need to train more experts on
IOT security so that large organizations
can employ and keep a routine staff of
them. Medium sized companies to
outsource such experts and call on them
when need arises.

d. There is need to inculcate protection
at the software and hardware design
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phases as well as during implementation
where the infrastructures are to be
considered.

e. IOT device producers and vendors
should develop patches for holes that
were identified and users should
perform periodic updates.

f. There need to test open-source
software platforms used for IOT
development for vulnerabilities before
they are deployed. Also, users should
apply all necessary anti-malware
procedures at the development stage.

g. There is need for constant monitoring
of 10T systems and rapid response
procedure. Users should have adequate
visibility of the network devices, review
and analyze network logs to understand
all devices communicating across the
network to understand what they do.
Once there is observation of any
anomaly, they should respond
immediately to prevent the occurrence
of events that will be destructive to the
network or our general society. For
instance, carelessly neglecting an oven
can lead to an entire building being
engulfed by fire.
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h. Password remains an important
security measure in digital
transformation. Users should use strong
passwords, change all default passwords
and update the passwords periodically.
i. Organizations should maintain
authorization and authentication
policies  which  will enable the
organization to ensure that only
authorized users have access to the
devices and the network. They should

maintain logs that will enable them to
identify the users, when they use the
system and the purpose of the usage.

j- There is need for cyber immunity.
This focused not on reducing the
number of potential vulnerabilities but
on creating conditions where the
exploitation of vulnerabilities does not
affect the basic functions of the overall
system (Methor, 2021).

CONCLUSION

The study explored the challenges of
IOT security and discussed how to
improve them. From the findings,
attacks on IOT devices are on the
increase as more IOT devices are getting
connected to the internet. These devices
have interoperability constraints from
their respective producers which need

to be upgraded and updated to align
with universal standards of the internet.
Security of IOT devices is very
important considering the objective of
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