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ABSTRACT 

The study investigated traditional vulnerabilities scanning approaches that focused on either network-based 
scanning or host-based scanning and identified gaps in the coverage of each of the approach. Network-based 
scanners focus on identifying open ports, weak protocols, and outdated services that may expose entry points to 
attackers while host-based scanners, by contrast, evaluate operating systems and installed applications for 
configuration flaws and missing patches. To satisfy the emerging computing demands, a hybrid vulnerability 
scanning system that integrated the network-based approach and host-based approach was developed. The system 
effectively scans network devices and computers, integrates active and passive scanning techniques to identify 
vulnerabilities, detect anomalies and security weaknesses for open ports, outdated software, weak configurations, 
and classifies detected vulnerabilities based on severity levels (low, medium, high, critical), stores and organizes 
the results of the scanning with unique identifiers and timestamps for easy tracking and other decision making 
activities. The methodology involved the use of Network Mapper (Nmap) for open ports scanning and data 
collection, OpenVas for identification of outdated software and security gaps such as weak passwords and for 
agent-based scanning methods of host-based approach. The system was developed using Python as the 
programming environment and MySQL for database management. The system was tested in controlled 
environment with multiple computers and network devices, and the outcomes demonstrated that it could reliably 
identify vulnerabilities, organize scan results, and produce actionable security reports. There was an improved 
efficiency over traditional methods, reduced manual efforts in tracking vulnerabilities, and enhanced visibility of 
system security posture. Based on the results, it is recommended that organizations adopt the system to 
continuously monitor network assets and integrate scanning results with patch management approach. This 
system provides a proactive approach to managing cybersecurity risks and reducing exposure to potential attacks.  
Keywords: Hybrid Vulnerability, Scanning System and Host-Based Approaches 

Introduction 
Vulnerability scanning has become a core component of cybersecurity as organizations face rising threats linked to 
digital transformation and expanded network exposure [1]. As reliance on computer networks and devices to 
transport data increases, there are increasing challenges on the safety of the data as they move along the devices. 
Modern enterprises now operate complex infrastructures that include cloud services, IoT devices, and hybrid 
networks, increasing the number of potential entry points for attackers [2]. This evolving environment has made 
continuous monitoring and automated vulnerability discovery essential for identifying weaknesses before they are 
exploited [3]. Recent studies indicate that cyber-attacks leveraging known but un-patched vulnerabilities account 
for a significant proportion of global security breaches [5]. The rise in ransomware campaigns and automated 
reconnaissance tools has further emphasized the need for proactive scanning strategies [4]. As a result, 
organizations increasingly depend on vulnerability-scanning systems to provide early warnings and support risk-
reduction decisions [6]. These systems play a crucial role in strengthening network defenses by uncovering 
outdated software, misconfigurations, and exposed services that could be exploited. 
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Various categories of vulnerability scanners exist today, each designed to assess specific layers of an organization’s 
technological ecosystem [7]. Network scanners focus on identifying open ports, weak protocols, and outdated 
services that may expose entry points to attackers. Host-based scanners, by contrast, evaluate operating systems 
and installed applications for configuration flaws and missing patches. Web application scanners have become 
increasingly important due to the sharp rise in web-based attacks and API exploitation [8]. The diversity of 
scanning tools highlights the need for organizations to select solutions that align with their system architecture 
and threat landscape. However, differences in detection accuracy, false-positive rates, and coverage remain 
common challenges noted in comparative assessment studies [9]. These variations demonstrate the necessity of 
integrating multiple scanning approaches to achieve comprehensive security visibility. 
Recent advancements in automation and artificial intelligence have shaped the next generation of vulnerability-
scanning systems [10]. AI-driven models now support faster detection of anomalies, improved exploit prediction, 
and better prioritization of risks that demand immediate action [11]. Integrating threat intelligence with scanning 
outputs enhances the ability to correlate vulnerabilities with real-world attack trends. Security teams increasingly 
benefit from automated pipelines that link scanners with ticketing systems and patch-management tools, reducing 
response times. Despite these innovations, rapid changes in attacker techniques continue to challenge the 
effectiveness of traditional scanning methods that exclusively use network-based scanning methods or agent-based 
scanning methods  These challenges have created a strong demand for adaptive and context-aware scanning 
systems that will integrate the capabilities of the two traditional methods network-based and agent-based methods 
into a hybrid system that is capable of functioning effectively in dynamic environments.  

Statement of the Problems 
The key problems identified include: 

i. Many network-based scanners frequently flag benign issues as critical establishing false positives. 
ii. Many network-based scanners find it difficult to inspect the payload of encrypted traffic which can mask 

vulnerabilities,. 
iii. Because host-based agent scanners run directly on end point servers, they consume much CPU time and 

storage spaces. 
iv. Because host-based scanners only monitor the host they are installed on, they cannot detect network-

wide attacks or threats. 
Purpose of the study 

The purpose of this study is to design and implement a hybrid vulnerability scanning system that integrates 
network-based and host-based approaches, which will: 

i.  scans network devices and computers for vulnerabilities such as open ports, outdated software, and weak 
configurations without raising false positives. 

ii. classify detected vulnerabilities as Low, Medium, High, and Critical, based on their severity levels. 
iii. store and organize scan results using unique identifiers and timestamps for easy tracking and analysis. 
iv. generate clear and timely security reports that support informed decision-making and enhance system 

protection. 
Significance of the Study 

The significance of this study lies in its contribution to improving system security by providing an efficient and 
automated way to detect vulnerabilities before they can be exploited. The study helps organizations reduce risks 
associated with outdated software, weak configurations, and exposed network services. It also supports 
administrators with accurate records of past scans, making it easier to track recurring issues and monitor security 
improvements. Additionally, the system enhances decision making by generating timely reports that guide 
preventive measures and strengthen overall cyber security defenses. 

Scope of the Study 
The scope of this study is limited to designing and implementing a vulnerability scanning system that identifies 
basic security weaknesses such as open ports, outdated software, and unsafe configurations on computers and 
network devices. It covers vulnerability detection, severity classification, and storage of scan results for review. 
The study also includes generating simple security reports but does not involve advanced threat analysis, 
penetration testing, or intrusion detection features. 

Related work 
The study is drawn from conceptual review which focused on analyzing concepts that are related to vulnerability 
scanning, theoretical frameworks and empirical review. 

Conceptual Review 
Network-based scans provide broad visibility across the entire network, identifying rogue devices and external 
vulnerabilities while agent-based scans provide deep, authenticated insights into local host configurations, patch 
levels and application vulnerabilities. In terms of off-network coverage, agent-based scans is ideal for tracking 
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transient devices such as laptops that are rarely of the corporate network while network-based scans covers 
persistent network infrastructure such as routers and switches. The integration is designed to use agent-based 
scanning to reduce the network load caused by frequent authenticated scans while relying on network-based 
scanning to identify new assets that lacks agents. Scanning systems combine discovery (asset identification), 
detection (signature and heuristic checks), and reporting to produce inventories of potential exposures that 
security teams must triage [12]. Historically, vulnerability scanning grew out of network-mapping and host-
assessment tools that emphasized port and banner analysis, but modern scanners now incorporate authenticated 
checks, application-level probes, and integration hooks for orchestration platforms [3]. The primary goal of 
scanning is not merely to list exposures but to produce actionable intelligence that can feed patch management, 
configuration hardening, and incident response workflows [13]. Despite improvements in breadth and 
automation, traditional scanners still face problems of coverage gaps, false positives, and difficulties when 
operating against ephemeral cloud workloads or heavily dynamic environments [14]. As a result, contemporary 
conceptualizations treat vulnerability scanning as a continuous lifecycle activity -one that must be integrated with 
asset management, CI/CD pipelines, and telemetry sources to remain effective [12]. This shift repositions 
scanners from periodic compliance checks to components of an ongoing risk-management process. 
A second conceptual axis distinguishes un-credentialed (external) scanning from credentialed 
(internal/authenticated) assessment, with each approach offering trade-offs between invasiveness, depth, and 
accuracy. External scanners are valuable for assessing an organization’s outward-facing attack surface and can 
quickly reveal exposed services and misconfigurations without requiring secrets; however, they often miss 
vulnerable software components that only appear during authenticated inspection [13]. Credentialed scans, by 
contrast, allow deeper visibility into installed packages, configuration files, and local privilege issues, but they 
require careful credential management and safe execution to avoid disrupting production systems [3]. Hybrid 
approaches that blend both modes and enrich results with telemetry (log data, EDR signals) tend to yield the most 
operationally useful findings, because they enable correlation between detected vulnerabilities and actual exposure 
or exploitation evidence [15]. This conceptual framing also highlights the need for contextual enrichment—
mapping detected CVEs to business-critical assets, exploitability metrics, and compensating controls to prioritize 
remediation effectively [16]. Conceptually, vulnerability scanning therefore sits at the intersection of technical 
detection and organizational risk evaluation, and must be designed with both detection depth and contextual 
prioritization in mind. The design choices around authenticated access, scan cadence, and integration points 
consequently shape the utility and trustworthiness of scan outputs. 
A third conceptual theme concerns the rise of platform- and workload-specific scanning - notably container 
images, serverless functions, and managed cloud services - which demand tailored detection logic. Container and 
image scanning focuses on base-image vulnerabilities, outdated language libraries, and misconfigured build 
artifacts that traditional host scanners may not detect, and therefore introduces new scanning touchpoints in the 
build pipeline [14]. Serverless and managed services, meanwhile, shift responsibility between provider and 
consumer, complicating where scanning should occur and what scans are permitted; conceptually this requires 
clearer delineation of shared-responsibility boundaries and specialized checks for provider-managed configurations 
[12]. These workload-specific concerns also drive the need for shift-left scanning practices - running scanners 
during CI/CD and at image-build time so that vulnerabilities are caught before deployment rather than discovered 
only in production [3]. The conceptual move toward pipeline-integrated scanning reduces remediation friction by 
catching issues earlier, but it also raises questions about developer experience, scan performance, and false-positive 
handling in fast-moving build processes [13]. Conceptually, this reinforces that vulnerability scanning models 
must be adaptive and embedded across the development-to-production lifecycle rather than isolated to periodic 
infrastructure audits. Effective systems therefore provide both pre-deployment (build-time) and post-deployment 
(runtime) scanning modes to cover the full attack surface. 
A fourth conceptual area centers on prioritization and risk-scoring: not all detected vulnerabilities represent equal 
operational risk, so conceptual models emphasize exploitability, exposure, and business criticality. Pure CVE-based 
counts are insufficient for prioritization; modern conceptual frameworks incorporate exploit prediction (e.g., 
EPSS), telemetry on active exploitation, and asset criticality to produce ranked remediation lists that better reflect 
real-world urgency [15]. Researchers and practitioners therefore propose hybrid scoring systems that combine 
CVSS base scores, threat-intelligence signals, observed exploit trends, and contextual factors such as public-facing 
status or presence of known exploit code [16]. Conceptually, prioritization reframes scanning output from a 
compliance artifact into a decision-making tool that directs scarce remediation resources toward the vulnerabilities 
most likely to be exploited and most damaging if abused [12]. This emphasis on actionability also implies that 
scanning systems must integrate with ticketing, change-management, and patching workflows to close the loop 
between detection and remediation [3]. From a theoretical standpoint, prioritization models therefore mediate 
between technical detection and business risk, translating raw scanner data into remediation tasks aligned with 
organizational objectives. Improving these models remains an active conceptual and empirical research area.  
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A final conceptual strand concerns automation, analytics, and the potential (and pitfalls) of using machine learning 
to enhance scanning and prioritization. Machine-learning approaches promise to reduce false positives, predict 
exploitability, and cluster related findings across heterogeneous asset inventories, which could drastically lower 
analyst workload [10]. Nonetheless, conceptual critiques emphasize that ML models require high-quality labelled 
data, are vulnerable to distributional shift (e.g., novel software stacks), and may introduce opacity in decision 
rationale that complicates audit and compliance requirements [9]. Conceptually responsible deployment therefore 
couples ML-driven inference with human-in-the-loop validation, provenance tracking, and fallbacks to 
deterministic logic for critical decisions [3]. Additionally, as adversaries adopt more automation and AI to 
discover and weaponize flaws, the conceptual model of scanning must account for an escalating arms race in which 
detection latency directly affects exploit windows [15]. Thus, the literature frames automation as an enabling tool 
that must be applied with attention to data quality, model reliability, and explainability to ensure scanner outputs 
remain trustworthy and actionable. In practice, hybrid systems - combining deterministic checks, ML enrichment, 
and analyst review - represent the dominant conceptual architecture emerging in recent work.  

Theoretical Framework 
The theoretical foundation for vulnerability scanning systems is strongly rooted in the Defense-in-Depth Theory, 
which emphasizes multiple layers of security controls to reduce system exposure [17]. According to this theory, 
organizations must deploy overlapping technical and procedural safeguards so that the failure of one layer does 
not automatically lead to compromise. Vulnerability scanning functions as one of the preventive layers by 
proactively identifying weaknesses before adversaries can exploit them [18]. This aligns with the core principle 
that no single security measure is sufficient to protect complex digital environments. Defense-in-Depth Theory 
also reinforces the importance of continuous monitoring, because threats evolve rapidly and security 
configurations change over time [17]. By integrating scanning results with patching and configuration 
management processes, organizations strengthen all layers of defense simultaneously. This theory therefore 
provides a conceptual justification for embedding scanning tools within broader cybersecurity ecosystems. 
Another theoretical lens applicable to vulnerability scanning is the Systems Theory, which views an organization’s 
IT infrastructure as an interconnected set of components working together toward a common goal [19]. From 
this perspective, a weakness in one system can affect the functioning and security of other dependent systems. 
Vulnerability scanning supports Systems Theory by offering visibility into how vulnerabilities propagate across 
networks, devices, and applications [20]. The interconnected nature of modern infrastructure means that 
undetected weaknesses in one node can introduce risks to the entire system. Systems Theory also highlights the 
need for automation and integration, because manually monitoring every component of a large system is both 
inefficient and error prone [19]. This theoretical viewpoint encourages the deployment of scanning tools capable 
of correlating data across different components. Using this theory allows researchers to emphasize the holistic 
nature of vulnerability detection and management. 
The Risk Management Theory further strengthens the theoretical basis for implementing vulnerability scanning 
systems by emphasizing the identification, assessment, and mitigation of risks within an organization’s assets 
[21]. This theory argues that decision making in cybersecurity should be evidence based, using structured 
processes to classify risks according to their severity and likelihood. Vulnerability scanning contributes directly by 
providing actionable information on system weaknesses and their potential impact [22]. The assignment of 
severity levels such as Low, Medium, High, and Critical aligns with risk-prioritization frameworks commonly used 
in security governance. Risk Management Theory also supports timely remediation efforts to minimize the 
probability and consequences of adverse events [21]. Through continuous scanning, organizations can track risk 
trends and evaluate whether controls remain effective over time. Thus, the theory establishes vulnerability 
scanning as a core instrument for informed cybersecurity risk decisions. 
The final theoretical foundation relevant to this study is the Zero Trust Security Model, which assumes that no 
user, device, or application should be trusted by default, even if located inside the organizational network [23]. 
This model demands strict verification and continuous assessment of all system components, aligning closely with 
the goals of vulnerability scanning. Under Zero Trust, vulnerabilities represent trust gaps that must be identified 
and mitigated to maintain strong security posture [24]. Frequent scanning supports the model by ensuring that 
misconfigurations, outdated software, and exposed services are detected and addressed promptly. Zero Trust also 
encourages micro-segmentation, meaning vulnerabilities in one segment should not compromise others, which 
reinforces the value of accurate scan reports [23]. The model relies heavily on visibility, making vulnerability 
scanning a central mechanism for validating the security status of every device. By integrating scanning results 
with authentication and access controls, organizations uphold the Zero Trust principle of continuous verification. 
2.3 Empirical Review 
An empirical study on vulnerability disclosure management of open source software systems by [25], examined 
the practices of vulnerability disclosure across 8,073 open-source projects from 2017 to 2023. Their results reveal 
that although over 80% of practitioners support Coordinated Vulnerability Disclosure (CVD), only about 55% of 
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vulnerabilities follow CVD in practice; and approximately 42% of vulnerabilities were publicly discussed prior to 
formal disclosure. This gap between ideal practice and actual behaviour has empirical implications for vulnerability 
scanning systems: if disclosures and metadata are inconsistent, scanners that rely on clean, timely CVE data may 
generate incomplete or misleading results. The authors point out that public discussion before patching increases 
the exposure window and complicates prioritisation and remediation workflows. For organisations using scanning 
systems, this means empirical risk depends not just on tool performance but on upstream disclosure ecosystem 
behaviour. Thus, this empirical evidence emphasises that vulnerability-scanning systems are intertwined with 
broader ecosystem transparency and governance issues [25]. 
An empirical investigation into scanning results in operational networks is reported in An empirical study on 
vulnerability assessment and penetration detection for highly sensitive networks by [5]. They deployed their 
vulnerability assessment and penetration-detection platform in a “highly sensitive” industrial network, identifying 
more than 600 network vulnerabilities during trial operations and documenting dozens of security incidents that 
followed from assessment findings. The empirical outcomes showed that frequent scanning coupled with rapid 
remediation improved the organisation’s security posture over the course of the study. However, the study also 
reported that many vulnerabilities remained unpatched and that remediation lag was substantial, reducing the 
effectiveness of scanning alone. Additionally, they noted that for the scanning results to be actionable, they needed 
to be integrated into management workflows and incident-response processes. This suggests that empirical 
improvements in scanning systems require not just detection but organisational capacity for remediation. Their 
findings underline the practical constraints (resources, process, prioritisation) that hamper scanning system 
effectiveness [5]. 
Lastly, recent empirical work into vulnerability-scoring and prioritisation systems provides further insight 
relevant to scanning systems. The paper Conflicting Scores, Confusing Signals: An Empirical Study of 

Vulnerability Scoring Systems by [26], analysed 600 real-world vulnerabilities from Microsoft’s Patch Tuesday 
dataset, comparing four scoring systems (CVSS, SSVC, EPSS, Exploitability Index). Their results revealed 
significant disparities in how the same vulnerabilities were ranked by different scoring systems, and they found 
that the ability of each system to predict real-world exploitation risk varied widely. This empirical finding matters 
for vulnerability-scanning systems because such systems often output severity levels (Low, Medium, High, 
Critical) based on such scoring frameworks. If the underlying scoring is inconsistent, then automated prioritisation 
derived from scan outputs may mis-align with actual exploit risk. The authors conclude that organisations using 
scanning systems must exercise caution, calibrate scoring results with contextual data, and not rely solely on 
default severity thresholds [26]. 

Methodology 
The study employed design science research approach to develop and evaluate a hybrid vulnerability scanning 
system that combined network-based and host-based approaches. The design architecture integrated Network 
Mapper (Nmap), OpenVas methods of network-based approaches and agent-based scanning methods of host-based 
approach. The system was developed using Python as the programming environment and MySQL for database 
management and custom scripts for vulnerability detection and correlation. The Vulnerability data were collected 
from network scans conducted on open ports, and host-based data on Windows 11 operating system and host 
configurations. The software was installed on Windows 11. The IP addresses to scan were identified.  

Results 
The scanning activities involved sending packets to target systems using host name, IP address, port details, 
protocol type, Bluetooth status, security status, severity and scan date, analyzing the responses, and comparing 
them against known vulnerability database to generate detailed reports with severity ratings and remediation 
advice. It also recorded how serious each detected vulnerability is, using levels like Low, Medium, High, or 
Critical. The system also kept every scan result properly stored with a unique serial number and scan date, 
allowing users and administrators to track security issues over time.  
 

Table 1: FIELD NAME, DATA TYPE AND DESCRIPTION 
 

Field Name Data Type Description 

Serial Number Integer Unique identifier for each vulnerability scan record. Serves as the 
primary key. 

UserID Integer Unique identifier for the user who performed or initiated the 
vulnerability scan. 

HostName Text Name of the computer, server, or device scanned for vulnerabilities. 

IP Address Text IP address of the scanned host, used to uniquely identify the device 
on the network. 
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Port Integer Network port number where the vulnerability was detected. 

Protocol Text Communication protocol used on the port (e.g., TCP, UDP). 

Bluetooth Status Text Status of Bluetooth on the scanned host (e.g., Enabled, Disabled, Not 
Found). 

Security Status Text Overall security condition of the host (e.g., Secure, At Risk, 
Vulnerable). 

Severity  Text Risk level of the vulnerability (Low, Medium, High, Critical). 

Scan Date Date/Time Date of scanning 

 
Network segments were scanned for open ports and outdated software and the software were deployed on 
endpoints to check log audits and track patch status.  
The hybrid system identified vulnerabilities via network and agent scans. The network scans detect service-level 
vulnerabilities and as agents it detects operating system holes and configuration vulnerabilities. The cross-
verification minimizes false alerts. The percentage performance can be seen below: 
 

Table 2: Approach 
 

Approach Vulnerability detection False positives 

Network-based 80% 105 

Host-based 95% 3% 

 
Discussion 

The hybrid vulnerability scanning system implemented in this study demonstrates the effectiveness of combining 
network-based and host-based approaches for comprehensive vulnerability detection. The results show that the 
system can identify a wider range of vulnerabilities compared to standalone network-based or host-based 
scanning, 
From the findings, the hybrid approach leverages the strength of both methods, detecting vulnerabilities that 
might be missed by a single approach. For example, network-based scanning identified open ports and service-
level vulnerabilities while host-based scanning detected scans identified operating system holes and configuration 
issues. By correlating findings from both methods, the system reduced false positives and provided a more 
comprehensive view of risks. There is a manageable scan times and minimal endpoint impacts. 

Conclusion 
This study successfully implemented a hybrid vulnerability scanning system combining network-based and host-
based approaches, demonstrating improved vulnerability detection and risk assessment.  The system’s 
effectiveness was evident in its ability to identify a wide range of vulnerabilities compared to standalone methods. 
The findings highlight the potential for enhanced incident response and remediation efforts, as well as 
opportunities for automation and continuous monitoring.  Future work will focus on leveraging machine learning 
for vulnerability prioritization and expanding to cloud-based environments. By adopting a hybrid approach, 
organizations can strengthen their security posture and better protect against evolving threats. 
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