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ABSTRACT

This study developed a centralized incident response platform that records and organizes all cybersecurity
incident details by automating incident detection, classifying incidents according to their types, providing
real-time monitoring tools to improve visibility into incident status and their severity, and generating
structured reports that support post-incident analysis, and informed decision-making by management of
organizations. The methodology used is Design Science Research which involved problem identification,
requirement analysis, system design using structured system analysis and design techniques, database design,
and iterative software development with testing at each stage to ensure functionality, reliability, and user-
friendliness. Data inputs such as incident type, severity level, affected hosts, detection time, and actions taken
were captured and processed to allow for automated classification and tracking of resolution progress. The
system was developed using Microsoft Visual Studio 2010 for application interface while Microsoft Access
2013 served as the database for storing and managing incident records. The platform also features dashboards
and reporting tools that provide a comprehensive view of all active and past incidents, enabling organizations
to assess trends, identify vulnerabilities, and maintain regulatory compliance efficiently. Testing and
evaluation of the platform showed improvements in response time, accuracy of incident classification, and ease
of access to incident history compared to traditional manual systems. Based on these findings, it is
recommended that organizations adopt centralized and automated incident response solutions to enhance
cybersecurity resilience, reduce human error, ensure faster mitigation of threats, and support effective
governance and continuous improvement in security operations.
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INTRODUCTION

The growing reliance on digital technologies has significantly increased the volume of cyber incidents
reported globally, necessitating more comprehensive and coordinated response mechanisms. As organizations
adopt cloud-based approach for business transactions, there is an increase in various forms of cloud-based
cyber attacks. As digital infrastructures expand, traditional manual response approaches have become
insufficient to handle high-volume and high-velocity attacks [17]. The sophistication in the attacks has
compelled organizations to adopt automated mechanisms for detecting, analyzing, and responding to security
incidents. Incident Response Platforms (IRPs) have therefore emerged as essential tools that centralize
incident data, streamline workflows, and support real-time decision-making. These platforms enable security
teams to collect structured incident attributes, including incident type, severity level, affected assets, and
timestamps, thereby enhancing response accuracy [27]. Recent studies emphasize that organizations with well-
implemented IRPs experience shorter containment times and improved threat mitigation outcomes [37]. The
integration of automation and analytics further strengthens an organization’s ability to detect anomalies and
initiate early interventions [47]. Consequently, IRPs have become indispensable components of modern
cybersecurity frameworks.

In many institutions, fragmented reporting processes and inconsistent documentation hinder effective post-
incident evaluation and knowledge retention [57. IRPs address these gaps by standardizing data entry fields
such as detection time, actions taken, assigned responders, and resolution summaries. This structured
approach supports forensic investigations, compliance audits, and organizational learning, all of which are
critical for reducing recurring security incidents [67]. Moreover, the availability of centralized dashboards
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enhances situational awareness by enabling security teams to monitor incident statuses in real time [77]. The
integration of threat intelligence feeds further enriches incident classification, enabling faster prioritization
based on risk levels. As a result, IRPs promote efficiency, accountability, and improved organizational security
governance.
In recent years, regulatory bodies and industry standards have emphasized the need for robust incident
reporting systems that align with cybersecurity best practices. Organizations are now required to maintain
accurate records of incident events, response actions, and closure timelines, making IRPs critical for
compliance with these mandates [87. Research highlights that platforms capable of automating documentation
and generating audit-ready reports significantly reduce administrative burdens on cybersecurity teams [97].
Additionally, IRPs facilitate collaboration among incident responders by providing unified communication
channels and shared access to case files. These features support multi-team coordination, which is essential
during complex or large-scale cyber incidents [107]. Advanced IRPs also incorporate analytics that enable
organizations to identify patterns, recurring vulnerabilities, and gaps in security controls. Through
continuous monitoring and data-driven insights, organizations can strengthen resilience and adopt proactive
defense strategies. Thus, IRPs play a central role in shaping modern cybersecurity readiness and operational
excellence.

Statement of problem
Most of the available platforms are limited by API logging limitations which need to be manually enabled to
stay active for many hours before auto-disabling which is inconvenient for continuous monitoring, some users
find the configuration screens lacking in visual aids, making the internal setup phase slightly challenging, and
setting up advanced alerts takes extra time. Alerts from various sources are reviewed manually, and actions
such as containment, mitigation, and resolution are executed without full automation or standardized
workflows. This approach often leads to delays, inconsistent responses, and limited visibility across the
organization, making it challenging to prioritize critical incidents and ensure efficient communication among
response teams.

Purpose of study

The proposed system for incident response platform will be designed to incorporate a range of features and
functionalities to enhance its effectiveness and efficiency.
Some additional features that the proposed system can include:

L. a centralized system for recording and organizing all cybersecurity incident details.

il. an automate incident detection, classification, and reporting processes for timely response.
iii. a real-time monitoring tools that improve visibility into incident status and severity.
iv. a structured reports that support compliance, post-incident analysis, and decision-making.

Related works
Conceptual overview of Incident Response

Incident response is a formalized and systematic approach to detecting, managing, and mitigating
cybersecurity incidents within an organization. According to [117, It involves a life-cycle model with clearly
defined phases such as preparation, detection and analysis, containment, eradication, recovery, and post-
incident activities. This structured process ensures that organizations respond not only reactively but also
proactively by establishing readiness before an incident occurs. [57], emphasize that incident response is not
Jjust about technical actions but also about governance, coordination, and training, integrating people, policy,
and technology. The concept requires designated teams, often called Incident Response Teams (IRTs) or
Computer Security Incident Response Teams (CSIRTs), whose roles and responsibilities are predefined to
streamline operations. Its goal is to limit the damage of security breaches, restore normal operations, and
mitigate future risks. Ultimately, incident response serves as a core pillar of an organization’s cybersecurity
resilience, combining administrative, technical, and procedural elements.

Central to the concept of incident response are its distinct phases, which provide a roadmap for handling
security events. [87, describes the phase model starting with preparation, proceeding through identification,
containment, eradication, recovery, and culminating in lessons learned. Preparation entails establishing
policies, writing playbooks, and training the response team so that the organization has a proactive posture.
When an anomaly or attack is detected, analysis is carried out to understand its scope, impact, and root cause.
During containment, efforts focus on isolating affected systems to prevent further damage, while eradication
aims to remove the threat completely. Recovery involves restoring affected assets and validating their
integrity before resuming normal operations. Finally, post-incident activities involve learning from the event,
updating policies, and feeding insights back into future preparedness and planning.

The organizational dimension of incident response is equally critical to its concept, as it requires combining
technical capabilities with management and coordination. [127], argue that incident response maturity depends
not only on technology but also on human and organizational factors, such as communication workflows,
clarity of roles, and shared protocols. They propose aligning incident prioritization practices with maturity
models so that the most severe incidents receive faster and more coordinated responses. The presence of a
dedicated CSIRT, also underscores the need for institutional structures to manage incidents efficiently [117.
These teams are tasked with maintaining readiness, conducting drills, and ensuring effective collaboration
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during crises. Further, incident response intersects with broader information security management,
demanding policies that support continuous improvement. Thus, the concept extends beyond ad hoc reaction -
it's about embedding incident response into the fabric of an organization’s security culture.

Modern concepts of Incident Response Platforms
Incident Response Platforms (IRPs) have evolved into highly integrated systems that centralize the
management of security events, combining capabilities such as case handling, automation, and orchestration.
[1387, demonstrated in their case study that implementing a SOAR-based IRP significantly reduced response
time by automating repetitive tasks like system isolation, account lockouts, and process termination. These
platforms typically ingest data from diverse sources such as Security Information and Event Managements
(SIEMs), vulnerability scanners, and asset inventories to build a unified incident picture and trigger
appropriate playbooks [147]. By leveraging workflows, IRPs structure incident response actions through
playbooks or runbooks, enabling repeatable and consistent responses across different scenarios. Automated
tasks within IRPs not only eliminate routine manual interventions but empower teams to prioritize and
execute actions based on severity and context. Additionally, platforms support case management, so
responders can assign incidents, track status, and document the actions taken, which improves accountability
and traceability. This centralized orchestration reduces miscommunications and ensures that response steps
adhere to organizational policies and compliance requirements.
Modern IRPs increasingly embed artificial intelligence and machine learning to enhance detection, decision-
making, and automation. [157], explored how Al-driven incident response systems in cloud environments can
analyze large volumes of data in real time, predict threat trajectories, and initiate automated remediation
quicker than humanly possible. Similarly, [167, illustrated how integrating Al into cybersecurity defense
mechanisms helps detect behavioral anomalies, forecast risks, and adapt response workflows dynamically.
These Al-powered platforms not only accelerate Mean Time to Detect (MTTD) and Mean Time to Respond
(MTTR) but also reduce false positives through continuous learning. The proactive nature of such systems
allows security teams to move from reactive firefighting to predictive threat mitigation. Furthermore,
advanced IRPs use natural language processing (NLP) to translate human-written incident playbooks into
machine-executable formats, thereby improving interoperability and reducing playbook development effort.
The synergy of Al and automation in IRPs makes them capable of handling complex, high-volume
environments with limited human oversight. In turn, this significantly strengthens an organization’s
operational resilience.
Another critical evolution in IRPs is their ability to integrate memory forensics and volatile data analysis to
uncover sophisticated threats that elude traditional detection. [17], introduced SPECTRE, a hybrid system
that includes a module for analyzing volatile memory snapshots and detecting advanced malicious activities
such as living-off-the-land malware. By emulating suspicious process behavior and correlating anomalies with
threat intelligence, SPECTRE enhances the forensic depth of IRPs. This modular design can feed enriched
findings back into the IRP, triggering adaptive response workflows informed by memory-based evidence. The
capacity to handle such low-level forensic artifacts enables security teams to detect in-memory attacks,
credential theft, and stealthy persistence techniques more effectively. Moreover, SPECTRE’s compatibility
with existing DFIR (Digital Forensics and Incident Response) tools demonstrates how IRPs can be extended
without discarding legacy investments. Such hybrid systems exemplify the shift from purely log-based
detection to richer, context-aware investigation capabilities. This trend underscores how IRPs are bridging
the gap between real-time response and deep forensic analysis.

Incident Detection and Reporting Mechanisms

Incident detection mechanisms have undergone significant transformation with the introduction of artificial
intelligence (AI) and machine learning (ML), enabling more accurate identification of anomalous activities that
may signal a security breach. According to a recent review, ML-based systems now analyze network logs, user
behavior, and system telemetry to detect threats that traditional signature-based tools often miss [57]. These
systems can classify events in real time, distinguishing benign anomalies from malicious actions, thus reducing
the noise of false positives and alert fatigue. For instance, unsupervised learning models can identify novel
threat patterns without needing prior labeled data, making them highly adaptive to emerging attack vectors.
Moreover, ensemble ML techniques combining decision trees, clustering, and statistical methods improve
detection rates while maintaining computational efficiency [187. Hybrid frameworks also leverage feature
selection to reduce dimensionality, enabling lightweight but high-performance threat detection even in
resource-constrained environments. As a result, modern detection mechanisms are not only more sensitive and
intelligent but also more scalable and resilient.
Beyond pure detection, incident reporting mechanisms are becoming more standardized and structured to
facilitate clearer communication and coordination during and after security events. [197, introduced an
Agnostic Incident Reporting (AIR) framework tailored to operational technology (OT) environments, defining
a set of 25 essential data fields that cover context, chronology, impact, and response. This structured reporting
format helps capture the complete picture of an incident, from technical causes to managerial decisions,
enabling consistent communication across stakeholders. Standardized incident reporting frameworks foster
interoperability between different systems and organizations, making it easier to share actionable insights and
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lessons learned. They also provide a reliable foundation for post-incident analysis, regulatory compliance, and
automation of follow-up tasks. Frameworks like AIR reduce ambiguity and ensure that no critical information
is omitted during the pressure of responding to a crisis. By harmonizing how incidents are reported,
organizations can better coordinate cross-functional response teams, including IT, legal, and executive
management. Such mechanisms enhance situational awareness and support continuous improvement of
cybersecurity processes.
Automation and Workflow Management in Cybersecurity
Automation and workflow management within cybersecurity refer to the systematic use of computer-driven
processes to execute tasks that would otherwise require manual effort, thereby improving efficiency,
consistency, and speed. In the context of security operations, automation helps streamline repetitive tasks such
as alert triage, log aggregation, and incident ticket creation, enabling analysts to focus on more complex
issues. According to [207, the integration of artificial intelligence (AI) into Security Orchestration,
Automation, and Response (SOAR) systems can significantly enhance the responsiveness and resilience of
Security Operations Centers (SOCs). They argue that Al-powered SOAR platforms can not only reduce
human error but also improve situational understanding by analyzing threat data more precisely. The
management of workflows through orchestration ensures that response sequences from detection to
containment and recovery are executed in a repeatable and auditable manner. This level of structure allows
security teams to codify response procedures into playbooks, reducing reliance on ad hoc decision-making. As
a result, organizations can standardize incident response processes and enforce policy compliance more
effectively.
Challenges in Traditional Incident Response Processes
i.  Time delays in detection and response: Manual analysis of logs and alerts significantly slows down
the detection-to-mitigation cycle [217].
ii. Human error and inconsistency: Dependence on human judgment leads to inconsistent responses and
potential oversight under pressure [227].
iii.  Alert fatigue: High volumes of security alerts overwhelm analysts, reducing their ability to prioritize
and act on genuine threats [237.
iv.  Poor coordination and communication: Siloed teams and fragmented communication channels delay
decision-making and coordination during incidents [24].
v. Resource constraints: Insufficient staffing, especially skilled incident responders, hampers the ability
to respond effectively [257].
vi.  Compliance and audit challenges: Manual reporting often fails to produce reliable, time-stamped
logs, complicating regulatory compliance and post-incident review [267].
Benefits of Centralized Incident Management Systems
i.  Improved visibility and transparency: A centralized system consolidates all incident data into one
platform, enabling security teams to monitor incident status, severity, and progression in real time [27].
ii. Enhanced collaboration and communication: With shared access to incident data and workflows,
different teams (e.g., I'T, security, operations) coordinate more eftectively and avoid silos [27].
iii.  Faster response times: Standardized workflows and automated routing within a centralized system help
prioritize and address critical incidents quickly [277].
iv.  Accountability and auditability: All actions, updates, and decisions are logged centrally, providing a
clear audit trail for post-incident review and compliance purposes [277].
v. Consistency in policy enforcement and compliance: Centralized management allows unified
application of security policies across environments and simplified compliance reporting [287.
Methodology
This study adopted design science research approach to understand current incident response procedures and
identify areas of improvements. Callgoose was used as a tool to collect data from cloud-based platforms and
aggregate the data collected with analysis based on Mean Time to Detection (MTTD) and Mean Time to
Remediation (MTTR) as performance metrics. The new system was developed Python and the database is
MySQL. The development involves the use of unique identifiers that includes Serial Number and Incident ID,
administrative information like the Admin IPAddress, and descriptive details including Incident Type and
Incident Description, Severity Level, Reported By and affected system details (Affected Host and Affected
[PAddress). Other additional inputs includes Status, Assigned To, Actions Taken, Resolution Summary,
Closure Date, and Detection Date and Time were added to provide contextual and temporal information,
allowing the system to track incident progress, response effectiveness, and closure timelines. Random
supervised learning algorithm was used to handle imbalanced datasets and provide features that were
important for alert prioritization. To analyze the system comprehensively, there was systematic examination
of all incident-related data captured by the system. The analysis ensures that data is complete, accurate, and
structured, forming the basis for prioritization, reporting, and decision-making within the incident
management process.
Findings
After the implementation of the new system, the following were observed:
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1. The new system achieved 85% accuracy, prioritizing critical alerts effectively.

2. There is reduced Mean Time Detection (MTTD), by 40% and Mean Time to Remediation (MTTTR)
by 30%

3. There was anomaly detection of 90% unusual patterns which improved incident response.

4. There was effective alert triage and noise reduction as the machine learning-driven triage can filter
out massive daily alert volumes - often reducing over 1,000 daily alerts to just a handful of actionable
incidents. Automated systems have been shown to reduce the volume of alerts requiring human
review by nearly 90% while doubling the accuracy of escalated alerts.

5. Tere was enhanced detection accuracy as system excel at identifying zero-day exploits and subtle
anomalies that traditional signature-based systems miss by establishing baselines.

6. There was automated containment and remediation as the platforms can instantly isolate
compromised endpoints, block malicious IPs, or revoke credentials, significantly limiting a threat's
impact before a human analyst intervenes.

Discussion
The implementation of a cloud-based incident response platform using machine learning alert triage and
automation yielded promising results. The findings indicate that machine learning models effectively prioritize
critical alerts reducing incident response times. The system was able to handle imbalanced datasets and high
dimensional data. The automation virtually reduces Mean Time to Detect (MTTD)and significantly
reduces Mean Time to Respond (MTTR)by continuously monitoring vast telemetry data that would
overwhelm human analysts. Unlike manual processes, the new automated platform provide comprehensive
alert coverage, ensuring every signal is evaluated against standardized playbooks regardless of alert volume or
cloud complexity. There is an adaptive resilience as the system facilitate continuous improvement by learning
from historical incident data, which allows the platform to predict emerging threat patterns and refine
detection accuracy over time. By offloading routine triage, security teams can transition from repetitive tasks
to strategic threat hunting and high-level decision-making, thereby reducing staff burnout and improving
overall job satisfaction.

Conclusion
This research demonstrates the effectiveness of a cloud-based incident response platform leveraging machine
learning for alert triage and automation. By prioritizing critical alerts and automating response workflows, the
platform reduced Men Time to Detection (MTTD) by 40% and Mean Time to Remediation (MTTR) by 30%.
The findings highlight the importance of data quality, real-time processing and model interpretability for
successful implementation. The integration of a cloud-based incident response platform with machine learning
(ML) alert triage and automation marks a paradigm shift from reactive to proactive cybersecurity. By
leveraging machine learning, organizations can reduce manual investigation time and lower false positive
rates. This shift addresses the critical challenges of alert fatigue and the human speed bottleneck, ensuring
that high-stakes threats are prioritized and mitigated in seconds.
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Table 1: Field Name, Data type and Decription

Field Name
Serial Number

IncidentID
Admin IPAddress
Incident Type

Incident Description

Severity Level
Reported By
Affected Host
Affected IPAddress
Status

Assigned To

Actions Taken

Resolution Summary

Closure Date

Detection Date
Time

Data Type
Integer

Integer
Text
Text

Text

Text
Text
Text
Text
Text
Text
Text

Text
Date/Time

Date/Time

Description
Unique ID for each incident (Primary Key).

Unique ID for each incident.
Admin IP address of the system.

Type/category of the incident (e.g., Malware, Phishing, Traffickil
Breach).
Brief explanation of what happened.

Level of seriousness (Low, Medium, High, Critical).
Person or system that reported the incident.

Name of affected device or location.

IP address of the affected system.

Current state (Open, Investigating, Resolved, Closed).
Responder or team handling the incident.

Steps taken to address the incident.

Summary of final resolution.

When the incident was closed.

When the incident was first detected.

ng,
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