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ABSTRACT 

Digital twins are increasingly transforming the preservation, interpretation, and governance of cultural heritage 
by enabling dynamic digital representations of tangible and intangible heritage assets. This study examines the 
conceptual foundations, opportunities, and challenges associated with digital twins in heritage contexts, with 
particular emphasis on authenticity, ownership, rights, and governance. Unlike static digital reproductions, 
heritage digital twins integrate geometric, material, historical, contextual, and narrative data, thereby creating 
evolving multimedia ecosystems capable of representing monuments, artefacts, archaeological sites, museums, 
landscapes, and intangible cultural practices. The paper explores how digital twins reshape traditional 
understandings of authenticity, demonstrating that digital heritage objects may remain authentic despite 
continuous modification, provided that provenance, integrity, and contextual transparency are preserved. 
Attention is further devoted to issues of custodianship, intellectual property, licensing, stewardship, and ethical 
responsibility in the dissemination and preservation of digital heritage representations. The study also evaluates 
governance frameworks, standards, and methodologies for provenance verification, quality assurance, 
interoperability, and data preservation. Through selected case studies in museums, archaeology, and cultural 
landscapes, the paper highlights both the transformative potential and the technical, organizational, and social 
risks associated with digital twins, including obsolescence, weak infrastructure, data misuse, and lack of public 
trust. The study argues that effective governance of heritage digital twins requires interdisciplinary collaboration 
between heritage institutions, policymakers, technologists, and communities. Ultimately, digital twins should not 
merely function as technological replicas, but as ethically governed, publicly accountable, and culturally sensitive 
systems that support heritage preservation, accessibility, sustainability, and collective memory in the digital age. 
Keywords: Digital Twins, Cultural Heritage, Authenticity, Heritage Governance and Digital Preservation  

 
INTRODUCTION 

Heritage undergoes transformation across scales, from historic monuments and cities to intangible governance 
regimes, practices, and knowledge [1]. The digital twin concept can extend these ideas to encompass digital 
representations of heritage; a digital heritage twin is a digital representation of an object, event, or experience 
deemed heritage by any community, at any scale. The term encompasses 2D images, 3D models, narratives, 
audiovisual material, and even a video experience of a guided tour, with 3D models emerging as core 
representations [2]. The emergence of the concept, much discussed in construction engineering, industry, and 
agriculture exploits Information and Communications Technology (ICT) capabilities and infrastructures 
established as part of the commitment to the EU Digital Strategy, prioritising a greener and more digital Europe. 
The integrity of the underlying heritage data is paramount, accompanied by measures for quality assurance, 
provenance proofing, and verification of origin, integrity, and transformations undergone [1]. Cultural Heritage 
(CH) assumes a particular epistemological status, situating the discussions on agency, ownership, rights, 
governance, and sustainability within a broader theoretical context [2]. 

Conceptual Foundations of Digital Twins in Heritage 
Digital twins are digital constructs that can evolve independently or in tandem with their physical counterparts. 
They can represent the geometry of a real object, its X-ray scan or thermal profile, its movements and contextual 
conditions, and other physical properties and behaviours. They may equally depict intangible aspects, such as 
stories, events, cultural narratives, previous incarnations or configurations, recent interventions and restorations, 
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and other data of interest [1]. Digital twins manifest themselves as a digital multimedia framework that integrates 
various packages of data, indicating functionality, mutual relations, and hierarchies [2]. The incorporation of 
digital twins into handling heritage objects, structures, or sites can establish a normative garden or a shell that 
incorporates, houses, and acknowledges diverse narratives and clusters of information, establishing established 
pathways and fostering fertile intellectual investigation [3]. Cultural heritage platforms often focus on the 
preservation and dissemination of tangible artefacts or on coordinated yet separate preservation of tangible and 
intangible assets, without effective mediation of mutual dependencies and influences. Digital twin environments 
may contribute to enhance the representation and opportunity for analysis of mutually influencing shapes and an 
extensive range of their derivative attributes [4]. The focus on mutually influencing components resonates with 
the system concept and the shift towards assessing the resultant overall effect in recent advances related to the 
anthropogenic Earth and the recognition of the essential role of shaping in the evolution of the planet [3]. 

Authenticity and Digital Representation 
Digital representations of heritage are inherently more fluid than their physical counterparts. A physical object 
can undergo only a limited number of edited alterations and still retain authenticity 2, 3 whereas digital 
counterparts can change continually without ever becoming non-authentic. Consider a Digital Twin of the Eiffel 
Tower. A non-authentic version could omit one of the four original support pillars; conversely, a 3D physical 
model that attaches components or embellishments can still be authentic. The references and layers of a Digital 
Twin of this monument can be modified without the digital version losing authenticity as long as these updates do 
not supplant the attributes of the original tower. For cultural heritage, the nature and meaning of the original 
physical object can change without terminus, where the geometry or complementary material of a monument is 
replaced while conservation is peacefully still in place at a different level of complementarity 1 (the Eiffel Tower is 
not the original version). The central notion of authenticity can be perceived as primarily focused on the “real 
thing” (Gell, 1998). Physical authenticity is typically equipped in the original object, while for Digital Heritage 
Elements this can be defined as the differentiation of authentic and non-authentic versions and the channels by 
which this assessment is performed. A decisive statement can thus consider both proprietary owned status (on the 
Digital Twin itself) and custodianship accountability belonging to cultural conservation institutions. A 
custodianship framework usually permits to define how fixed representations of the monument can be digitalized 
and disseminated. 

Ownership, Rights, and Stewardship of Digital Twins 
A digital twin is the aggregation of different components representing a real-world cultural heritage object, 
including its shape, related stories, and relationships with tangible assets 1. In this sense, an object can be 
considered as a time-invariant set of digital representations. The HBIM approach and a 3D annotation model 
serve as important ontological references for defining the cultural heritage entity. Time impacts digital twins 
differently when applied to industrial versus cultural heritage; for the latter, information about past states is often 
relevant. The default time span for digital twins is therefore “always,” while specific cases may employ shorter 
intervals. The HDT ontology extends CIDOC CRM with specific concepts such as digital twins and 3D models 
while remaining compatible with the core model. Heritage entities are valued by communities and can be tangible, 
intangible, or a combination of both. 
                                            Governance Frameworks and Policy Considerations 
Digital twins capture and represent the actual physical state of heritage objects. They incorporate visual, 
geometric, material, and contextual metadata as well as updates about real-world interactions [1]. Digital 
representations are governed by institutions and policies that shape their use and value. Different governance 
models emerge according to whether tangible, intangible, natural, or virtual heritage is considered, which can 
affect the development of digital twins. Interoperability is often addressed through frameworks and standards that 
ensure compatibility between organisations and disciplines [2]. Data governance frameworks regulate the access, 
modification, and sharing of data and its components. Digital twins are powerful representations of heritage that 
require governance frameworks integrated into their lifecycles. Governance encompasses institutions, standards, 
funding, and other policy instruments that govern their acquisition, dissemination, use, and preservation. 
Governance influences standards for hardware, software, and documentation [3]. Because technology is a primary 
enabler, many policies concentrate on technological aspects in an information-laden society; the challenge is to 
consider the wider heritage and research ecosystem [4]. Governance frameworks have been proposed for 3D 
digitisation schemes and related projects. Thirteen establishment goals form the basis for analysing existing 
frameworks; compliance is evaluated through a set of twenty-four questions [5]. The resulting framework 
describes the institutional setting, implementation of relevant standards, and funding strategies concerning 3D 
digitisation. Secondary issues like interoperability and persistent identifiers add complexity and require 
complementary specifications. In addition to these general concerns, attention is devoted to provenance, licensing, 
and organisation dedicated to data, components, and associated activities [6]. 
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Methodologies for Provenance, Verification, and Quality Assurance 
Data provenance and digital preservation are core issues in digital twin governance frameworks; yet, exhibitions 
are still produced without confirming the creative history of the assets used to create them. Provenance-centred 
frameworks and workflows for the verification, validation, and quality assurance of digital twins provide a basis for 
dealing with these issues [1]. Provenance can be defined as information about the entities and processes involved 
in producing a digital item; so, it relates to objects, processes, and agents constituting a digital twin, as well as any 
transformations that affect it. Provenance information supports interpretative and decision-making processes, 
fosters understanding of information displayed by the digital twin, and ensures a more reliable interpretation and 
re-use of its contents [3]. Digital items are subject to alterations by software applications, which raises concerns 
about their dependability and authenticity, and hence about the credibility of the resulting digital twin [3]. The 
credibility of digital twins depends on provenance, which functions as a certificate of authenticity and involves 
three layers of information: the item or statement asserted the agent or actors involved, and the nature of the 
assertion. To establish the credibility of heritage-related digital twins, procedures and standards for provenance 
traceability will thus have to be conceived and widely adopted [4]. Quality assurance is normally integrated into 
the development of digital objects, although such quality may be difficult to define. Quality is typically assessed 
subjectively, based on the belief that a higher quality digital object will result in a more effective communication of 
knowledge [6]. The quality of digital representations of cultural heritage or heritage-related items increases their 
potential to serve as reference material for further scientific research; yet, it remains heterogeneously defined. 
Quality assurance levels attempt to delimit the required degree of quality based on the objective sought [3]. 
Registries exist to facilitate the selection of heritage formats or extensions that do not impair the quality 
transmitted. Standards and methodologies aimed at improving quality assurance, verification, specification, 
certification, and licensing are also becoming available. Annotated metadata schemes are essential at a further level 
to guarantee the authenticity and non-corruption of assets deployed in digital twins across different platforms [3]. 
                                                               Legal and Ethical Dimensions 
The implementation of digital twins challenges established concepts of legal ownership, rights, usage, and 
governance. Copyright legislation determines how a digital twin can be used and by whom. Such proprietary 
rights can be distinguished from moral rights, which concern how a work is presented, whether or not it is 
attributed to the creator, and the right to remain anonymous [4]. Heritage places, objects, and collections may 
already be protected by copyright; irrespective of copyright, a digital twin may be eligible for separate protection. 
Governance, to be effective, must transcend ownership [5]. The notion of custodianship, as opposed to ownership, 
is common in the heritage community and recognizes ethical responsibilities to uphold the public good linked to 
heritage. Such responsibilities pertain not solely to a physical object, however, but equally to its representations, 
such as description, narrative, and critically the digital twin. Certain ethical obligations, for instance, to curate 
access for certain religious communities, remain relevant. Although stewardship has many dimensions, the core 
expectation remains the careful promulgation of entrusted heritage content [6]. Attention is thus required to 
what constitutes a digital twin when establishing custodianship for heritage. Awareness of different aspects of 
custodianship supports thoughtful discussions of governance structures [3]. 
                                    Case studies: Applications in Museums, Archaeology, and Cultural Landscapes 
Digital heritage twin initiatives demonstrate considerable variety, reflecting both the breadth of the concept itself 
and the diversity of the domains in which it is applied [4]. The twelve cases examined here are representative of 
three thematic areas: digital twins of museum collections and exhibitions, in which the core heritage “object” is 
often a narrative rather than a specific tangible artefact; digital twins in archaeology that replicate excavated sites 
or the materiality of discovered artefacts; and heritage landscapes or sites subject to pan-governmental multi-
heritage-territory initiatives that call for more flattened approaches to digital representations [5]. The first set of 
examples derives from active projects hosted by the University of Amsterdam Institute of Cultural Heritage and 
History of Art (ICN) and illustrates how a digital twin might share interpretation across multiple artefacts. The 
Flywheel Project presents a digital museological framework to assess twenty-six characters who underwent an 
iterative socialization among eight contemporary authors for the 2014 reissue as a ten-volume work [2]. These 
situations are interwoven respectively with their logic, medium, form of realization and projected spatial 
environment [3]. Emblematic artefacts evoking specific situations have been rendered to elaborate the significance 
of material format and distribution on the historical rendering of contexts for imagined conversations. Individual 
characters are assigned persisting spatial contexts through which the narrative may evolve across multiple stages. 
Simultaneously, the reading infrastructure allows immediate validation of the assignment of character, status and 
progression among available artefacts[1]. 
                                                        Risks, Challenges, and Mitigation Strategies 
Digital twins enable new forms of knowledge, interactions, and preservation for heritage objects. However, their 
advancement entails a number of risks and challenges technical, organizational, and societal requiring careful 
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consideration and mitigation [4]. A lack of trust in digital twins can hinder their adoption and use, particularly for 
tools transforming existing processes, where fidelity to pre-existing workflows is desired. Poor data quality, 
insufficient security, lack of equipment, and weak hosting infrastructure are among the most common problems 
reported [6]. Risks can be mapped against the three layers of the digital twin concept. The technical layer 
considers obsolescence, interoperability, accuracy, and absence of a model, including degradation due to time, 
source, or control of the digital twin affecting either acquirability of the twin or its data [4]. The organizational 
layer examines sustainability, technology lock-in, data ownership and access control, and compatibility with 
existing preservation solutions, focusing on assurances to remain in the digital twin system over time and retain 
access to data. The social layer reflects concerns over misuse, trust, audience acceptance, and lack of involvement. 
Mitigation strategies, then, can be assembled alongside these risk categories [ 2]. 
                                                      Future Directions and Recommendations 
An open agenda for future work on digital twins for heritage is identified. In terms of the influential nature of 
digital twins, it is critical to avoid misunderstandings, notably conflating digital copies or 3D visualisation with a 
digital twin, and to steer clear of erroneous, garbled definitions [7]. A research agenda is needed that focuses on 
the parameters, attributes, and dimensions of digital twins; the networked nature of heritage; the distinction 
between tangible and intangible; and custodianship responsibility and safeguarding [5]. Digital twins in cultural 
heritage and intellectual property (IP) have been addressed but require further attention; specific work on the 
memorialisation of contested heritage is also wanted [8]. Potential research remains to be developed on digital 
representations broadly and cultural heritage digital twins [9]. Further work is also required on privately owned, 
publicly funded, or publicly supported cultural heritage, addressing access as all digital twins of cultural heritage 
objects, sites, stories, and practices that are publicly funded ought to remain publicly accessible. Resilience in 
cultural heritage and sustainability remain important themes and offer further opportunities for the exploration of 
digital twins in cultural heritage and intimately connected matters [10]. 

CONCLUSION 
Digital twins are reshaping the ways in which cultural heritage is preserved, interpreted, managed, and 
experienced. By integrating geometric, material, contextual, historical, and narrative information into dynamic 
digital environments, digital twins provide new opportunities for documentation, education, research, 
conservation, and public engagement. Their application across museums, archaeology, monuments, and cultural 
landscapes demonstrates their capacity to bridge tangible and intangible heritage while enabling more interactive 
and interconnected representations of the past. As heritage increasingly intersects with digital infrastructures, 
digital twins have emerged as powerful tools for expanding accessibility, fostering interdisciplinary collaboration, 
and supporting sustainable preservation strategies. However, the study also demonstrates that digital twins raise 
complex questions concerning authenticity, ownership, custodianship, governance, and ethics. Unlike physical 
heritage objects, digital representations are fluid, editable, and continuously evolving, making authenticity 
dependent not solely on originality but also on provenance, transparency, and contextual integrity. Questions 
surrounding copyright, licensing, access control, stewardship responsibilities, and public accountability highlight 
the need for governance models that move beyond proprietary ownership toward ethical custodianship. The 
management of digital heritage therefore requires frameworks capable of balancing technological innovation with 
cultural sensitivity, institutional responsibility, and the protection of collective memory. The research further 
reveals that technical, organizational, and social risks remain significant challenges. Issues such as data 
degradation, interoperability problems, technological obsolescence, weak infrastructure, restricted access, and 
insufficient public trust may undermine the long-term value and sustainability of heritage digital twins. 
Consequently, robust standards for provenance verification, metadata documentation, quality assurance, and 
digital preservation are essential to maintaining credibility and usability across time and platforms. Ultimately, the 
future of digital twins in heritage depends on the development of inclusive, transparent, and interdisciplinary 
governance systems. Policymakers, heritage professionals, technologists, researchers, and local communities must 
collaborate to ensure that digital twins serve the broader public good rather than narrow commercial or 
institutional interests. As digital representations become increasingly influential in shaping cultural memory and 
heritage interpretation, careful stewardship will remain essential to preserving authenticity, ensuring equitable 
access, and safeguarding heritage for future generations. 
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